Mpunno>keHre Ne 2
MHhopMaymMoHHasa namaTKa 4a1sa odydarowmxesa Ansa pasMeLleHnsa Ha opuymanbHbiX VIHTepHET-
pecypcax

C KaxXabIM rofoM MOJIOAEXWN B WUHTEPHETe CTaHOBUTLCA O0siblUe, a LUKONIbHUKU Of4HU U3 CambiX
aKTMBHbIX Mosib3oBartene PyHeTa. Mexkay Tem, MOMMMO OrpPOMHOINO KOJIM4ecTBa BO3MOXKHOCTEW,
WHTEPHET HeceT 1 NpobsieMbl. 3Ta NaMATKa A0/HKHA MOMoYb Tebe 6e30MacHO HaxXOAUTLCS B CETHU.
KomMnboTEPHbIE BUPYCbI
KOMMbIOTEPHbIA BUPYC - 3TO Pas3HOBMAHOCTb KOMIMbIOTEPHbIX MPOrpaMm, OT/INYUTENIbHON
0COGEHHOCTHLIO KOTOPOW ABNSAETCHA CMOCOOHOCTb K PasMHOXXEHWUID. B AOMOMHEHWE K 3TOMY, BUPYChbI
MOTyT MOBPeAuUTb WU MOMIHOCTbIO  YHUUTOXKUTbL BCe (paiinibl U [aHHble, TMOAKOHTPO/IbHbIE
Nnonb30BaTento, 0T MMEeHM KOTOPOro Oblna 3anyLleHa 3apakéHHasa nporpaMmma, a Takxke rnospeguTb Unuv
Jake YHUUTOXXUTb OrepauMoHHY0 CUCTeMy CO BceMU hainamun B LefIoM. B 60NbLUMHCTBE Cyyaes
pacnpoCcTPaHAKTCA BUPYCbl YEPE3 UHTEPHET.
MeToabl 32Tl OT BPe4OHOCHbIX NPOrpamMmm:
1. Nicnonb3yin COBpPEMEHHble OMnepauyiOHHbIE CUCTEMbI, UMEKLLME CEPbE3HbIA YPOBEHb 3allnTbl OT
BPeLOHOCHbIX NMporpamm;
2. MocTosIHHO ycTaHaBMBaM NaduTn (LMGPoBbIe 3an1aTKy, KOTOpble aBTOMaTUYeCKU YyCTaHaB/IMBalOTCA
C Uenbio opabTKyM nNporpamMmbl) U gpyrme 06HOBMEHUSA CBOEW onepauyoHHON cucTeMbl. CKavmBam nx
TONbKO C omumanbHOro canrta paspabotumka OC. Ecnm cyLlecTBYeT pPeXXmm aBTOMaTUYeckoro
0GHOB/IEHWSA, BK/IKOUN €rO0;
3. PaboTai Ha CBOEM KOMMbIOTEPe Moz npaBamMu Nnosib30BaTesis, a He aAMUHUCTPaTopa. ITO He NO3BONT
60/1bLLUMHCTBY BPEAOHOCHbIX MPOrpaMmm UHCTa/IIMPOBAaTLCA Ha TBOEM NEPCOHa/IbHOM KOMIbIOTEPE;
4. Wcnonb3yl aHTUBUPYCHble MNporpaMmHblie  MPOAYKTbl  U3BECTHbIX MNPOU3BOAUTENe, C
aBToOMaTU4eCKMM 06HOBIEHMEM 6a3;
5. OrpaHnyb hn3nYeCKUin 4OCTYN K KOMMbHOTEPY 4151 MOCTOPOHHUX NN,
6. Icnonb3yin BHELUHME HOCUTENN UHGOPMALIMKA, Takue Kak newka, gUCcK unm ann n3 nHTepHeTa,
TOJIbKO N3 NPOEePeHHbIX NCTOYHNKOB;
7. He oTKpbIBali KOMMbIOTEPHbIE (haisibl, MOSTyHYeHHbIE N3 HEHAAEXHbIX UICTOYHMKOB. Jaxke Te thainsbl,
KOTOpble npucnan TBOW 3HaKOMbI. Jlydlle yTOUHW Yy Hero, OTAPaBNsAn N OH Tebe ux.
Cetn WI-FI
Wi-Fi - 370 He BMA nepefayn faHHbIX, He TEXHOOMMNA, a Bcero Nuilb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackasa KomnaHusa 3apervuctpuposBana 6peHg «WECA», 4yTo 0603Ha4vano cnoBoco4veTaHue
«Wireless Fidelity», KOTOpbI NEPEBOANTCA KaK «b6ecnpoBoHas TOYHOCTb.
[o Hawero BpemMeHn fowina apyras abbpesmatypa, KoTopas ABASETCH TaKOW >Ke TeXHO/0rven. 31o
abobpesmnarypa «Wi-Fi». Takoe Ha3BaHMe 6bl/I0 JaHO C HaMEKOM Ha CTaHAapT BbICLUWIA 3BYKOBOIA
TexHUKM Hi-Fi, 4To B NnepeBoe 03Ha4aeT «BbICOKAsA TOUHOCTb.
[a, 6ecnnatHbIA MHTEpPHET-A0CTYN B Kae, 0TeNsAx U aspornoprax ABASeTCA OT/IMHHOW BO3MOXHOCTbIO
BbIXO4a B MHTEPHET. HO MHOrme akcrepTbl cUMTatoT, 4TO 0bleaocTynHble Wi-Fi ceTn He ABNSOTCA
6e3onacHbIMM.
CoBeTbl N0 6e30nacHOCTM paboTe B 06LLef0CTYMHbIX ceTAX Wi-fi:
1. He nepepgaBail CBOKO /INYHYIO MHopMaumio Yepes obuiegoctynHble Wi-Fi cetn. Pabotas B HuUX,
»KenaTtenbHO He BBOAUTbL Naposv AOCTYNa, SIOrUHbI N KaKne-To HOMepa;
2. Vicnonb3yin n 06HOB/ISA aHTUBMPYCHbIE NPOrpaMmbl 1 6paHaMayep. TemM cambiM Tbl 06e30MNacuLLb
cebs OT 3aKayKu BMpYyca Ha TBOE YCTPOWUCTBO;
3. Mpwu ncnonbzoBaHUM Wi-Fi oTKNHOUN PyHKUMIO «O6LWLKMIA AOCTYN K dhaiinam n npuHTepam». JaHHas
(PyHKUMA 3aKpbITa MO YMOSIHaHWUIO, O4HAKO HEKOTOpble MOoJsib30BaTe/ I aKTUBUPYIOT eé Ansa yaobecrea
MNCMNO/Ib30BaHUA B paboTe nin y4ebe;
4. He wncnonb3yn ny6nnynbin WI-FI gna nepegadym NNYHbBIX AaHHbIX, HanpuMep A1 Bbixoda B
coymasibHble CETU UJIN B 3IEKTPOHHYHO MOYTY;
5. Inonb3yii TONbKO 3aluLLieHHOe coeanHeHne Yyepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca
BBOAU MUMeHHO «https://»;
6. B mMo6unbHOM TenedpoHe OTKNKUM (PYHKUMO «[logkntoveHme K Wi-Fi aBTomaTmuecku». He
JornycKai aBTOMaTMyecKoro nogktoveHns yctponctaea K cetam Wi-Fi 6e3 TBoero cornacusi.
CoumanbHble ceTn
CoumasibHble CETU aKTUBHO BXOAAT B HaLUy XXM3Hb, MHOT /e /104N paboTaloT M XKMBYT TaM MOCTOSAHHO, a
B Facebook y>ke 3apeructpmpoBaH Munnvapg 4YenoBek, YTo ABASETCHA O4HOMN CefbMOW BCEX XKUTESEeN
nsaHeTbl. MHOre nonb3oBaresin He NMOHUMALOT, YTO MHJ)OpMaLMA, pa3MeLleHHasa MU B COLMasIbHbIX
ceTsiX, MOXKET ObITb HaleHa 1 UCMOosib30BaHa KEM YroHO, B TOM YKUC/e He 0653aTesIbHO ¢ 6narumu
HaMepeHNAMN.


https://%c2%bb

OCHOBHbIe COBETbI M0 6€30MacHOCTM B COLMANbHbIX CETSX:

1. OrpaHu4b CNMCOK Apy3eit. Y Tebs B ApY3bsX He AO/HKHO ObITb ClyHarHbIX U HE3HAKOMbIX JIHOAEN;

2. 3alwmuianm cBok HYacTHYH XXM3Hb. He ykasbiBaii naponu, TeneoHsbl, aapeca, AaTy TBOEro poXaeHNS
N APYTYHO JINYHYKO NHAOPMaLUIO. 3/10yMbILLIEHHUKN MOTYT MCMOJb30BaTh AaXKe NHAOPMAaLMIO O TOM,
KaK Tbl U TBOW POANTENN NJSIaHNPYETE NPOBECTUN KaHUKY/IbI;

3. 3awmular cBoKO penyTauuvio - Aep>XXM ee B YNCTOTe U 3a4asait cebe BOMPOC: XOTes 6bl Tbl, YTOObI
Apyrvie nonb3oBarteny BUAENN, YTO Tbl 3arpy>kaellsb? ogymain, npexae yem 4To-TO Ony6/IMKOBATb,
HanucaTtb 1 3arpy3unTb;

4. Ecnv Tbl TOBOPULLbL C JIOAbMU, KOTOPbIX HE 3Haellb, He UCMOMNb3YN CBOE peasibHOe UMS U APYryto
JINYHYIO NHpopMaLMN: UMS, MECTO XKUTE/bCTBA, MECTO Yy4ebbl U NpouYee;

5 WN36eraii pasmewyeHnst potorpadpuii B VIHTepHeTe, rae Tbl U306paXKeH Ha MECTHOCTW, MO KOTOpPOii
MO>XHO OnpeaennTb TBOE MECTOMO/IOXKEHNE;

6. Mpwn pernctpaunmn B coLMasibHON CETU HEOOXOAMMO UCMO/b30BaThb C/I0XKHbIE Maponun, COCTOALLME U3
BYKB 1 UMdpP N C KONNYECTBOM 3HAKOB He MeHee §;

7. ANA coumanbHOM ceTn, NOYTbl U APYrnx canToB HEOOXOAMMO UCMO/b30BaTh pasHble naposn. Torga
ecnm Tebs B3/I0MatoT, TO 3/10YMbILLNIEHHUKW NOyYaT AOCTYN TONbKO K 04HOMY MECTY, a He BO BCe cpas3y.
ONEKTPOHHbIE AEHBIN

ONEKTPOHHbIE [eHbIM — 3TO O4YeHb YAOOHbI Crocob nnaTexxei, 04HaKO CYLLLECTBYHOT MOLUEHHUKN,
KOTOPble XOTAT NONYYUTb 3TU AEHBIN.

ANEKTPOHHbIE AEHBIN MOABUINCE COBCEM HeaBHO U MMEHHO M13-3a 3TOr0 BO MHOTMMX rocygapcreax 4o
CUX NOP He NpPornmcaHo NPo HNUX B 3aKOHax.

B Poccumn yke OHM OyHKLVMOHMPYIOT U O HUX Y>Ke MPOnmncaHo B 3aK0He, rae UX pa3fensoT Ha HECKO/IbKO
BMOOB - @HOHUMHbIE W He aHOHWMHble. Pa3HuUa B TOM, YTO @HOHUMHbIE - 3TO Te, B KOTOPbIX
pa3speLuaeTca MpoBOAUTL onepaunn 6e3 UAeHTUUKauMM Monb3osBartens, a B HeaHOHWMHbIX
NoeHTUOUKaALNKX NoNb30BaTeNs ABAETCA 06A3aTe/IbHON.

TakKe cnegyet pasfimyaTb 3/1EKTPOHHblE (MaTHble AeHbrn (paBHbl rocyAapCTBEHHbIM BasltloTaM) U
3/1eKTPOHHbIe HepmaTHble AeHbrv (He paBHbI FOCY4apPCTBEHHbIM BallOTaM).

OCHOBHbIle COBETbI MO 6e30nacHo paboTe € 3/IEKTPOHHbLIMU AeHbIaMM:

1. MpmBsXK K cYeTy MOOW/IbHbLIN TenedoH. 3TO camblii YAO6HbBIA U ObICTPbIA CNOCO6 BOCCTAHOBUTL
foctyn K cyety. NpuBsA3aHHbIA Tene)OH MOMOXET, ecnin 3abyfellb CBOW NiaTeXHbIA Maposib Un
3akifeLlb Ha calT C HE3HAKOMOro YCTPOMCTBA,

2. \cnonb3yi ogHopa3oBble naponu. ocne nepexoga Ha YCUIEHHYHO aBTopu3aLnto Tebe yrke He byaeT
yrpoXaTtb 0MacHOCTb KpaXky UK nepexsara naaTeXxHoro naposs;

3. Bblbepn cnoxkHbIM Naposib. MNpecTynHUkam 6yAeT He NPOCTO yragarth C/I0XKHbIW Naposb. HaaeXHble
naponn — 3TO Maposnn, KOTopble cofep>kaT He MeHee 8 3HAKOB M BKNHOYAKOT B CeOSA CTPOYHbIE U
NPOMMUCHbIE OyKBbl, UUMPbI U HECKO/SIbKO CUMMBOJIOB, TaKMe KakK 3HaK jonnapa, (yHTa,
BOCK/MLATENbHbIN 3HaK 1 T.N. Hanpumep, StRONQg!;;

4. He BBOAM CBOU /INYHbIE AaHHbIe Ha caiTax, KOTOPbIM He JoBepsieLUb.

DNeKTPOHHasA NnoHTa

ANeKTPOHHasa noYyta — 370 TEXHO/OMMA U NpefocTaB/sieMble €0 YCYrn No Nepecblike U MoyyYeHUo
31EKTPOHHbIX COOOLLIEHUIA, KOTOPbIE pacnpeaensitoTca B KOMMbIOTEPHOM ceTh. OObIYHO 3/1EKTPOHHbI
NOYTOBbIN AWMK BbIFNAAUT CriefyowmMmM 06pa3oM: MMS_MN0b30BaTeNIa@uMA_AoMeHa. Takke Kpome
nepegaym nNpocToro TeKcTa, MMeeTcs BO3MOXKHOCTb Mepefasartb dansibl.

OCHOBHble COBeTbI M0 6e30MacHoO paboTe C 3/IEKTPOHHOW NOYTON:

1. Hago Bbi6paTb NpaBu/bHbINA MOYTOBLIA CEPBUC. B MHTEPHETE €CTb OFPOMHbIN BbIGOp GecrnnaTHbIX
NMOYTOBbIX CEPBUCOB, O4HAKO JyyLlle JOBEPATb TEM, KOr0 3HaeLLlb U KTO MNepBblA B PENTUHTE;

2. He ykasblBaii B /MYHOW nMoyTe JINYHYHO WHGoOpMauuio. Hanpumep, nydwe Bbl6paTh
«MY3blKa/IbHbIN_(haHaT@>» Un «pok2013» BMeCcTO «Temal3d»;

3. Vcnonb3yin AByxaTanHyl aBTopu3aumio. 3TO KOrga MnoMMMO Mapons HY>XHO BBOAUTb KOA,
npucblfiaemslii no SMS;

4. BblGepn CNOXKHbIA Maposib. [ONa KaK[oro NoyTtoBOro sWMKa A0/MKEH ObiTb CBOM HafeXHbIN,
YCTOMYMBbIN K B3/IOMY MNapo/ib;

5. Ecnn ecTb BO3MOXKHOCTb Harnmcatb caMOMY CBOM JINYHbINA BONPOC, UCMNOSb3Yi 3Ty BO3MOXHOCTb;

6. Mcnosb3yil HeCcKOSIbKO MOYTOBbIX SAWMKOB. [lepBblil 4718 4aCTHOW MNepernnckn ¢ agpecaramu,
KOTOPbIM Tbl [AOBEpPSiELlb. JTO 3MEKTPOHHbLIA afApec He Hago WCMo/sb30BaTb MPU perncrpauum Ha
hopymax u canTax;

7. He oTKpblBai haiisibl U gpyrve BMOXEHUS B MUCbMax fadke ec/ivi OHU NPULLIA OT TBOUX APY3ei.
Jlyduie yToOUHW Yy HUX, OTNPAaBASAN 1N OHU Tebe 3Tn (haiinbl;



8. MNMocne oKoH4YaHMA paboTbl HA MOYTOBOM CepBUCE Mepes 3aKpbITUEM BKNAAKM C CAUTOM He 3abyab
HaxKaTb Ha «BbIATW».

KnbepbynnvHr nnm BupTyasrbHOe N34eBaTefibCTBO

KnbepbynnuHr — npecniefoBaHMe COOOLLEHNAMUY, COoAepXKalyMn  OCKOpPO/IeHns,  arpeccuio,
3anyrveBaHue; XyJ/IMraHcTBO; couuasibHoe O60MKOTUPOBaHME C MMOMOLUBK Pas3/INYHbIX MHTEPHET-
CepBUCOB.

OcCHOBHbIe COBETbLI M0 60pbbe ¢ KNGepobyNSTMHIOM:

1. He 6pocaiica B 601. JTydwumia crnocob: nocoBeToBaTbCs Kak ce6s BECTU U, EC/IN HET TOro, K KOMY MOXXHO
06paTuUTLCA, TO BHaYas1e YCrOKOUTLCA. ECn Tbl HauHELLIb OTBEYaTb OCKOPOIEHNAMM Ha OCKOP6IEHUS,
TO TONbKO eLLe 60/1bLie Pa3oXOKeLlb KOHQ/IKT;

2. YnpaBnsi cBoeil Knbeppenytauuen;

3. AHOHMMHOCTb B CeTUM MHUMas. CyLecTBYHOT CMoco6bl BbIACHUTb, KTO CTOMT 3a aHOHWUMHbIM
aKKayHTOM;

4. He cTOUT BECTU XYNIUTAHCKNIA 06pa3 BUPTYasTIbHOM XXU3HW. VIHTEpPHET (hUKCUpyeT BCe TBOU AeNCTBUSA
N COXPaHSET UX. Y 4anInTb UX OyAeT KpaiHe 3aTpyAHUTENbHO;

5. Cobntogai cBov BUPTYyasibHYH YECTb CMOJI0AY;

6. WrHopupyii eOuvHWYHbIA  HeratmB. OfHOpa30Bble OCKOPOUTENbHbIE  COOOLLEHUA  Nydlle
NrHopmpoBaTb. O6bIYHO arpeccus NpekpaLlaeTcs Ha Ha4YabHOM cTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOOLLEHUAMU, B COUMASIbHBIX CETAX eCTb
BO3MOXXHOCTb 6/TOKMPOBKM OTAPaBKM COOBLLEHNI C ONpeaeneHHbIX aApecos;

8. Ecnu Tbl cBUAEeTE b KNGepbynnnHra. TBom AeACTBUA: BbICTYNUTbL NPOTUB Npec/iefoBaTesis, nokasartb
eMy, 4TO €ero [elcTBUA OLEHMBAKOTCA HeratmMBHO, TMOAAepXKaTb >XepPTBY, KOTOPOW Hy>XHa
NCUXosornyeckasi MOMOLLb, COOBLMTL B3POC/bIM O (haKTe arpecCUBHOMO NOBeAEHUS B CETU.
Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTdOHbI U NaHLWeTbl cofepXkar B cebe BMOJIHE B3POC/bliA (DYHKUMOHAs, N Tenepb
OHM MOryT KOHKYpWpOBaTb CO CTauMOHapHbIMW KoMMbioTepamn. OfHaKo, CPeACcTB 3aliuTbl A/is
NOAO6HbIX YCTPOMCTB NOKa 04YeHb Masio. TeCTUPOBaHME N MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT He Tak
MHTEHCMBHO, Kak A1 MK, T e caMoe KacaeTcs U MOOU/IbHbIX MPUIOXKEHUA.

CoBpeMeHHble MOOW/bHBbIE 6pay3epbl Y)Ke NPakTUYeCKU [AOrHasu HacTo/lbHble aHaloru, OAHaKo
pacLumpeHmne pyHKUMOHaNa BrieveT 3a CO60M 60/1bLLYH CIOXHOCTb U MEHbLLYHO 3alLULLIEHHOCTD.
[Janeko He Bce NPON3BOAUTE/N BbIMyCKalOT 06GHOBNEHWS, 3aKPbIBaIOLLINE KPUTUYECKNE YA3BUMOCTU /15
CBOWX YCTPOWCTB.

OCHOBHbIe COBeTbI 419 6e30MacHOCTY MOBU/IBLHOIO TesnledoHa:

1. Hnyero He siBnsieTcsl No-HacTosiLweMy 6ecnnaTHbIM. Byab OCTOpPOXKeH, BeAb Korga Tebe npegnaratot
6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKWE-TO MNJIaTHbIe YCNyru;

2. lymai, npexxkae yem otnpasmuTb SMS, h0TO Uan BUAEO. Tbl TOYHO 3HaeLLb, e OHW 6yayT B KOHEYHOM
urtore?

3. Heobxoanmo 06HOBNATL OMNepauyioHHYH0 CUCTeMY TBOEro CMapT(oHa;

4. Vicnonb3yin aHTUBUPYCHbIE NPOrpaMmmbl 4151 MOBUbHbIX TeNe(OHOB;

5 He 3arpy>aii NpuUi0XXeHUA OT HEM3BECTHOIO MCTOYHUKA, Beflb OHM MOTYT COfep>KaTb BPeLOHOCHOe
nporpaMmmMHoe obecrieveHue;

6. Mocne TOro Kak Tbl BbliigeLb C caiTa, rAe BBOAMA JINUHYKO MH(OpMaUnIo, 3aian B HaCTPOMKK
6pay3epa n yganun cookies;

7. Mepurogmnyeckn NpoBepsit Kakme NnaTHbIe YCyrv akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [laBaihn CBO HOMepP MOGWU/ILHOIO TenedoHa TONbKO MHAAM, KOTOPbIX Thi 3HAELLIb 1 KOMY A0OBEPSIELLb;
9. Bluetooth go/mkeH 6bITb BbIK/IKOYEH, KOrAa Tbl UM He nosb3yeLlbes. He 3abbiBaii MHOra npoBepsTh
aTo.

Online nrpbl

CoBpeMeHHble OH/TaNH-UTPbI - 3TO KPaco4Hble, 3axBaTblBatoLLMe pa3B/ieyeHUs, 00beMHAOLME COTHN
TbICAY YesioBeK Mo BceMy mMupy. VIrpoku mccnefytoT AaHHbIM MM MUp, 06LLat0TCAa ApYyr € ApYrom,
BbIMOJTHAKT 3a/laHNA, CPaXkatoTCAa C MOHCTpaMu WM MNOJy4varoT OnbIT. 3a yA0BO/IbCTBME OHW NNATAT:
NOKyNaroT ANCK, OrNns1adnBatoT abOHEMEHT NV NMPUOBPETAIOT KaKme-TO OMNuun.

Bce aTm cpeactBa mayT Ha noagepXkaHWe U pasBUTME UMPbl, a TakkKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCH CUCTEMbI aBTOPU3aLMK, BbINMYyCKAOTCA HOBble Natyu (UMdpoBble 3annaTku Ans
nporpamMm), 3aKpblBatOTCH YA3BMMOCTU CepBEPOB.

B nogo6HbIX rpax cCTOMT onacaTbCs He CTO/IbKO CBOMX COMEPHMKOB, CKObKO KPaXkm TBOEr0 napons, Ha
KOTOPOM OCHOBaHa cucTeMa aBTopu3auunm 601bLUVHCTBA Urp.

OCHOBHble COBETbI M0 6e30MacHOCTM TBOEr0 UIPOBOI0 aKKayHTa:



X Ecnv apyron Urpok Befet cebst NIoXo UM co3gaet Tebe HEMPUATHOCTU, 3a6/I0KUPYIA ero B CrCKe
NTPOKOB;

2. Moxkanyica agMUHUCTPaTOpam Urpbl Ha N10Xoe NoBeAeHMe 3TOro UrPoKa, XKenaTesibHO NPUIoXKUTb
KaKune-To AoKa3aTesibCTBa B BUAe CKPUHOB,

3. He yka3biBaii NMYHYI0 MHDOpMaLMIo B rnpodiaiisie Urpsbl;

4. YBaxKall ipyrmx y4aCTHUKOB M0 Urpe;

5. He ycTaHaBnmBaii HeohuunasibHble naTyun  Mofpl;

6. Icnonb3yii CNOoXKHbIEe N pa3Hble NMaposu;

7. [la>xe BO BPeEMSA Urpbl He CTOUT OTK/IH0YATb aHTMBUPYC. [oKa Thl UrpaeLlb, TBOW KOMIMbIOTEP MOTyT
3apasuTsb.

PULLIMHT NN KpadxKa JINYHbIX AaHHbIX

OO6bIYHOM Kpa>kel feHer 1 JOKYMEHTOB CErofHs y>e HUKOro He yauBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHO10r M 3N10yMbILLSIEHHNKN NepeMeCTUINCb B UHTEPHET, 1 MPOA0/HKAKT 3aHUMATbCH «/TH0OMMbIM>»
Jenom.

Tak nosiBuNacb HoBasA yrposa: WHTePHET-MOLUEHHMYeCTBa WUAN (DULLVHE, rnaBHasd Leflb KOTOpPOro
COCTOUT B MOJIyYeHUN KOHMUAEHUMaNbHbIX JaHHbIX NONb3oBaTefnield — O0rMHOB U naposnei. Ha
aHrmnckom sa3bike phishing untaetca kak omwvHr (ot fishing — pbibHasa nosns, password — naposb).
OCHOBHbIle COBETbI N0 60pbbe € PULLIMHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa Obiia B3/lOMaHa, TO
HeobxoauMo 3a6/10KMpPOoBaTh ee 1 CO0OLMUTbL aMUHMUCTPATOPaM pecypca 06 3TOM KaK MOXKHO CKOpee;
2. icnonb3yin 6e3onacHble Be6-CcaliTbl, B TOM YMC/E, MHTEPHET-Mara3nHOB 1 MOMCKOBbLIX CUCTEM,;

3. WNcnonb3yih cnoXkHble U pa3Hble naponv. Takmm o6pa3om, ecnm Tebs  B3/IOMalOT, TO
3/10YMbILLUNIEHHUKWX NONYYaT AOCTYMN TONbKO K OAHOMY TBOEMY MPonII0 B CETU, a HE KO BCEM;

4. Ecnn Tebs B3N10Manu, T0 He06X04UMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPble A06aBNeHbl Y
Te6s B py3bsaX, O TOM, YTO Te6S B3/10OMa/IN N, BO3MOXXHO, OT TBOEr0 MMeHU ByAeT paccbliaTbcsa cnam 1
CCbI/TIKU Ha (OMLLNHIOBbIE CalTbl;

5. YctaHoBUM HagexXHbI naposib (PIN) Ha MO6WbHBIN TenegioH;

6. OTKIOUM CcOXpaHeHWe Naponsa B bpay3epe;

7. He oTkpbIBai (haiinibl N Apyrne BNOXXEHUS B MUCbMax JaXKe eCc/iM OHWU MPULLU OT TBOUX ApY3en.
JNydliue yTouHM Yy HUX, OTNPaBNANN 1N OHKU Tebe 3Tn halisibl.

Lndposasn penytauus

LUncpoBana penytaumsa - 3TO HeratMBHas WM NO3UTUBHaA WHJopmMauma B ceTu O Tebe.
KomnpomeTtupylowaa unHgopmauna pasmelleHHas B WHTEpPHeTe MOXKeT Cepbe3HbiM  06pa3om
OTPa3snTbCA Ha TBOEW peasibHOM XXM3HU. «LiudpoBas penytauus» - 3TO TBOW UMUK, KOTOPbINA
thopmumpyeTcsa n3 Hpopmarmu o Tebe B MHTEPHETe.

TBOe MeCTO XXUTeNbCTBa, y4ebbl, TBOE (PUHAHCOBOE NOJIOXKEHNE, OCOBEHHOCTU XapakKTepa 1 pacckasbl 0
6/IM3KNX - BCE 3TO HaKanMBaeTCcs B CETU.

MHorme NnogpoCTKM NErKOMbIC/IEHHO OTHOCATCA K NMy6/iMKauum iIM4Hon nHpopmaummn B IHTepHeTe, He
NOHMMasA BO3MOXXHbIX MOCMeACTBUA. Tbl faXKe He CMOXellb aoragaTbCA O TOM, 4TO hoTorpadwms,
pa3MelLleHHas 5 fieT Ha3ag, cTasia MPUYMHON 0TKasa NPUHATL Tebs Ha paboTy.

KommeHTapun, pasmeLleHne TBOMX poTorpaduin u gpyrne geicTBUA MOTyT HE MCHE3HYTb AaXe nocsie
TOro, KaK Tbl UX yAasimilb. Tbl He 3Haelllb, KTO COXPaHW/1 3Ty MHpOpMaLMIo, Nonasia /i OHa B MOCKOBbIe
CUCTEMbI M COXpaHWNach /1M OHa, arnaBHOoe: YTO NoAyMatoT 0 Tebe OKpy>KatoLLiee NI0AN, KOTOopble HarayT
N yBNOAT 3T0. HanTn MHOpMaL Mo MHOIO JIeT CYCTA CMOXKET /1060 - Kak U3 fo6pbIX MOGY>XAeHWUA,
TaK 1 C HaMepPeHNeM NPUUYUHUTL Bpes,. 3TO MOXKeT ObITb KTO YroAHO.

OCHOBHbIle COBETbI MO 3aLmTe LMgpoBoM penyTaymn:

1. Mopymaii, npexkae Y4em YTO-TO Ny6/IMKOBaTL U Nnepefasatb y cebs B 6/10re NAv B couvasibHOWM CeTu;

2. B HacTpoiikax npouns yctaHOBWM OrpaHUyYeHnsa Ha NPOCMOTP TBOEro NMpousa 1 ero CoAep>K1UmMoro,
caenaii ero To/bKO «ans Apy3ein»;

3. He pasmeLlain 1 He yKasblBai MHpopMaumio, KOTopas MOXET KOro-Inb60 0CKOpO61ATL NN 06MKaTb.
ABTOpCKOe npaso

CoBpeMEeHHbIe LLIKO/IbHUKN- aKTUBHbIE MOb30BaTeIN LMMPOBOro npocrtpaHcTea. OAHAKO [a/leKo He
BCE 3HAOT, YTO MOJIb30BaHMe MHOTMMU BO3MOXHOCTAMU LM(POBOro Mupa TpebyeT cob/toAeHNs npas
Ha NHTeNNeKTyalbHY COOCTBEHHOCTb.

TepMUH «UHTENNeKTyaslbHad COOGCTBEHHOCTb» OTHOCUTCA K Pas3/INyHbIM TBOPEHUSAM YesI0BEYECKOro
yMa, HauMHas C HOBbIX N300peTEHNI 1 3HaKOB, 0603HaYaloLLMX COGCTBEHHOCTb Ha MPOAYKTbI N YCYyrun
, N 3aKaHuYMBas KHUramu, otorpamamm, KNHOMUIbMaMU U My3blKaslbHbIMU MPOU3BeAeHUSAMN.
ABTOpCKMe MnpaBa - 3TO MpasBa Ha WHTENNEKTyaslbHYyl0 COOCTBEHHOCTb Ha MPOU3BEAEHUSA HayKW,
nuTepaTtypbl M UCKycCTBa. ABTOPCKME TrpaBa BbICTYMawT B KayecTBe rapaHTMM TOro, 4TO



WHTENNEKTYasIbHbIN/TBOPYECKUIA TPy[ aBTopa He OyAeT HanpacHbIM, AacT emy crnpaBef/vBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3y/sibTatax CBOEro Tpyaa, Nosly4ynTb U3BECTHOCTb U NPMU3HaHMe. HUKTO
6e3 paspeLleHNs aBTOpa He MOXET BOCMPOU3BOAUTbL €ro Npou3BegeHmne, pacnpocTpaHsTb, My6/IMYHO
[eMOHCTpMpoBaTb, MpoAaBaTb, WMMOPTUPOBAaTb, MyCcKaTb B MNPOKaT, My6/IMYHO  WCMOMHATb,
NnokasbIBaTb/MUCNOMHATL B a(hmpe nam pasmeLlarb B VIHTepHeTe.

Mcnonb3oBaHWe «NMpaTtckoro» nporpamMmmMHoOro obecrieHeHMs MOXKET MPUBECTU K MHOTUM pUCKaMm: OT
NnoTepu AaHHbIX K TBOMM akkKayHTam Ao OG/I0KMPOBKW TBOErO YCTPOWCTBA, rAe YCTAHOB/EHHbI He
nerasibHaa nporpaMmma. He cToMT Takke 3abbiBaTb, UTO CYLLECTBYET JierasibHble M 6GecrniaTHble
NporpamMmmsbl, KOTOPbIE MOXHO HaTU B CETW.

O noptasne

CeTeBUYOK.p) - TBOW I/1aBHbIN COBETUMK B CETU. 3A4eCb Tbl MOXKELUb Y3HaTb O 6e30MacHOCTU B CETU
MOHATHLIM W AOCTYMHbIM $13bIKOM, a MPU BO3HUKHOBEHUM KPUTUYECKOI CUTyauun 06paTUTbCA 3a
COBETOM. A TakXKe NPUHATb yYacTme B KOHKypcax 1 cTaTb caMbIM LUGPOBLIM rpaXkgaH1MHOM!



